Dagstuhl Seminar 14292:
Network Attack Detection and Defense:

Securing Industrial Control Systems for Critical Infrastructures

Time

| Agenda

13.07.2014 (Day 0)

20:00 -

| Informal gettogether

14.07.2014 (Day 1)

09:00 - 10:30

Welcome, 2 minutes introduction of participants, scheduling of short talks, and forming of
working groups

10:30 - 11:00

Break

11:00 - 12:15

Presentation "Examples of cyber-attacks on SCADA systems for the electrical grid and their
consequences”, Gunnar Bjoerkman, ABB (30 min talk + 45 min discussion)

12:15 - 14:00

Lunch

14:00 - 15:30

Short Presentations (15 min talk + 15 min discussion)

Slot 1

Slot 2

Slot 3

15:30 - 16:00

Break

16:00 - 17:45

Working Groups 1 & 2

17:45 - 18:00

Day summary

18:00 -

Dinner and informal activities

15.07.2014 (Day 2)

09:00 - 10:15

Presentation "Towards Resilient Control of Critical Infrastructures”,
Alvaro Cardenas, UT Dallas (30 min talk + 45 min discussion)

10:15 - 10:45

Break

10:45 - 12:15

Working Groups 3 & 4

12:15-14:00

Lunch

14:00 - 15:30

Short Presentations (15 min talk + 15 min discussion)

Slot 4

Slot 5

Slot 6

15:30 - 16:00

Day summary

16:00 - 18:00

Hiking in the area (if weather allows)

18:00 -

Dinner and informal activities

16.07.2014 (Day 3)

09:00 - 10:15

Presentation “Security of Train Control Systems",
Stefan Katzenbeisser, TU Darmstadt (30 min talk + 45 min discussion)

10:15 - 10:45

Break

10:45 - 11:30

Wrap-up and Closing

11:30 - 12:15

Individual discussions or individual WG wrap-up

12:15 - 14:00

Lunch




