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Abstract. When functions with n input bits and m output bits are used
for post-processing the output of a physical random number generator,
which is assumed to produce statistically independent bits with a fixed
bias €, the probabilities of the 2™ outputs can be represented as polyno-
mials in e. For a good post-processing function all low powers of € should
have coefficients of zero. [4] showed for most cases with 1 <m <n <16
how many low powers of € can be maximally eliminated, but there were
13 cases remaining open. This paper solves these 13 cases.
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1 Introduction

The output of physical random number generators is never perfect. There are
always deviations from the mathematical ideal of uniformly distributed, statis-
tically independent random bits. Therefore, algorithmic post-processing is often
used to improve the statistical quality of bits produced by physical random
number generators. The von Neumann algorithm [3] and the exclusive-or op-
eration are well known methods for post-processing physical random numbers.
The von Neumann post-processing results in statistically perfect output bits if
the assumption that the input bits are statistically independent is fulfilled. Its
drawback is that its latency is unbounded, that is, it can require an arbitrarily
large number of input bits until it produces a single bit of output. As this is
not desirable for real time applications, which have to produce output always
within a defined time, it is useful to study fixed length post-processing functions
f which map n input bits to m output bits. We assume that n and m are posi-
tive integers and m < n. In this paper, we only consider the case of statistically
independent input bits from a stationary source, that is the only deficiency of
the input bits considered is bias. Bias is the deviation of the probability of a bit
to have the value 1 from the ideal value 1/2. If p is the probability of a bit to be
one, the bias € is defined a e = 1/2 — p. We assume that the bias € is constant,
but that its numerical value is unknown.

1.1 Previous Work

Conventionally, to produce m output bits from km random input bits, the input
is arranged in m sets of cardinality k, and the k bits in each of the sets are



XOR-ed together to determine an output bit. As there are m sets, we get m
output bits as desired.

In [1] we described our discovery that for mapping 16 biased output bits
of a physical random number generator to 8 result bits of the post-processing,
one can do much better than pairwise XOR-ing of the input bits. In order to
make this claim precise, one has to define the meaning of the term “better”. The
approach introduced in [1] is to describe the probabilities of the output values
as functions of the bias e. These functions are polynomials in e. The minimal
positive exponent of € with non-zero coefficient in these polynomials is considered
as a measure of quality of the post-processing function. We only consider post-
processing functions f for which the constant term in all probabilities is 27,
that is functions which deliver perfect unbiased output for unbiased input.

In [1] it was shown that there is a post-processing function with 16 input
bits and 8 output bits whose output probabilities contain only 6-th and higher
powers of €. For comparison, pairwise XOR~ing of the input bits eliminates the
linear terms in €, but not the squares. [1] also shows that the new post-processing
function succeeds to squeeze out much more entropy from the biased input bits
than XOR.

As a reaction on [1], two follow-up papers by other authors appeared. In
[4], K. Suzuki and T. Iwata widened the scope considered from functions with
16 input bits and 8 output bits to the general question of n input bits and m
output bits, and provided formal definitions of some concepts. Most notably, they
define deg(n, m). Above, we considered for a given post-processing function f the
minimal positive exponent g of € with non-zero-coefficient in the probabilities of
the output values as a function of the bias €. deg(n,m) is the maximum of these
exponents g over all admissible post-processing functions with n input bits and
m ouput bits. Again, only functions are accepted as admissible post-processing
function for which all outputs have the probability 2™ ~" for unbiased input bits.
[4] proves general properties of deg(n, m) and provides numerical bounds of it for
all values 1 < m < n < 16. In most of these cases, the bounds are sharp enough
to determine the exact value of deg(n,m). In 13 cases, however, deg(n, m) is not
completely determined, but there remain two possible values whose difference is
1.

In [2], P. Lacharme considered the problem from a coding theoretic viewpoint.
He identified some of the constructions described in [1] as linear code. He shows
generally that, if an [n, m,d] linear code exists, then there is a post-processing
function with n input bits and m output bits, for which in the output probabili-
ties the coefficients of €, €2, ..., €1 are all zero. The existence of (n,m,t) resilient
functions also implies the existence of post-processing function for which the co-
efficients of €, €2,...,¢€" are all zero. The results of this paper are very valuable
for constructing concrete post-processing functions, but it is not the final answer
to all questions in this field, as the implications are not revertible. There can be
better constructions than those based on resilient functions. So, [2] can be used
to determine some values of deg(n, m), but not all of them.



1.2 Achievements of this paper

This paper fills in the 13 values of deg(n,m) for 1 < m < n < 16 which were
left open by [4].

2 Optimality Results for Fixed Length Post-Processing
Functions

2.1 Achieving the Upper Bounds

In all cases except one of the open cases from [4], the numerical upper bounds
given for deg(z,y) are achievable. We just give a post-processing function which
achieves the upper bound. To verify this, one just has to sum up the output
probabilities (hopefully with the help of a computer algebra system) and to
check that the upper bound is indeed achieved.
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How to read this table? We have 7 different types of output of the function;
each type is described by a row of the table. Let’s consider the first row of the
table above. It says that the first output type combines 0 inputs of Hamming
weight 0, 0 inputs of Hamming weight 1, 14 inputs of Hamming weight 2, 35
inputs of Hamming weight 3, .... The number 1 in front of the first row indicates
that there is one 3 bit output which is of this type. In this case, only the 6-th
output type occurs for more than a single output value. Which inputs of a given
weight are used for the different output, and which 3 bit output patterns are
assigned to the different output types is not important, but evidently a fixed
assignment is needed for practical implementations.
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Now some curious readers may not be satisfied by just verifying that the
given functions achieve the upper bounds, but might want to know how these
functions were found. We just used a small variation of the method suggested
in [4]. There, the first step for finding an optimal post-processing function is to
determine all solutions of equations (3) and (4) of [4]. Solving these equations
just means to find subsets of 2"~ inputs with given Hamming weights such
that all the required e powers disappear when we sum over the probabilities of
the subset. But as a matter of fact, not all solutions of (3) and (4) are needed.
We chose suitable subsets which were sufficient to solve equation (5) from [4].
Solving this equation means to assign all possible inputs to one of the subsets
identified earlier. Our choice of subsets did not follow clearly defined criteria,
but was quite subjective. If the subset turned out to give no solution of (5) in



[4], it was extended. The sizes of the subsets considered varied from about 20 to
70.

2.2 The Unachievable Upper Bound

In only one case, namely for deg(16,7), the upper bound given in [4] can not be
achieved. How can we show this? We have to look at the solutions of equation
(3) and (4) from [4]. That is, we want to find a subset of 2% inputs of various
Hamming weights such that the coefficients of €, €2, .. ., €% eliminate in the sum of
the probabilities. For a moment, we give up the condition that the coefficients q,,,
that is the number of inputs with Hamming weight w, must be integers. However,
we observe the constraints that the number of inputs with a given Hamming
weight must be non-negative, that there is only one input with Hamming weight
0, and also only one with Hamming weight 16. Then we use linear programming
to determine the maximum solution for ¢o . It is 592/891. But now we remember
again that we need integer solutions, so the value is really 0. For the input with
Hamming weight 0 the e-powers up to 6 can not be eliminated. This means
deg(16,7) < 6. Combining this with the lower bound deg(16,7) > 6 from [4] we
get the exact value deg(16,7) = 6.

3 Conclusion

The results of [4] together with the results of this paper give the exact values of
deg(n,m) for 1 <m < n < 16.
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