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Block cipher vs. Permutation

Block cipher Permutation
Dimensions Block length n | Width r + ¢
Key length m
Message block | m bits r bits
Indiff. bound N? /2n+1 N? j2¢6+1
Assumes Ideal cipher random permutation

m n = c for same indifferentiability strength
m m = r for same message blocksize
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Block cipher
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The internals
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Davies-Meyer mode compression function
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Matyas-Meyer-Oseas mode compression function
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Removing restrictions not required in hashing
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Simplifying the view
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No more need for the feedforward . ..
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Just use the full output!
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