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Strengthened Basic Tree Hash

A Basic tree hash: idea by [Mer79]
I my,...,ms= pad(M) : 10 padding
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I block size: n bits; hash chainingfsize: n bits; M of arbitrary length
I tree hash is collision preserving (due to the strengthening last block)



Nostradamus Attack [KeKo06]

A Nostradamus = Chosen target forced prefix preimage attack

1. Predict the outcome of a future event by committing in advance to the hash
value of some message.

2. Reveal the full message after acquiring more information on the event outcome
(prefix).

A Nostradamus attack steps:
Step 1: Adversary A commits to a hash value h

-Abui l ds a ndiamondo struct
Step 2: A obtains a challenge prefix message P
Step 3: A constructs a message M containing P
Result: H(M)= h-
A Generic attack on MD with complexity of order 2n-

A How could Nostradamus attack work for tree hash
functions?
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A [KeKo006] attack does not apply

A Nostradamus attack steps:
Step 1: Adversary A commits to a hash value h

-Abui | ds a n elkesfidturea mond o

- A commits to the position X for inserting the prefix
Step 2: A obtains a challenge prefix message P
Step 3: A constructs a message M containing P in position X
Result: H(M) = h+

A commits to the prefix locations
A commits to almost all message blocks
(all but (d+1) blocks for a tree of depth d)



- A commits to the prefix locations (here x,)
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= Level 1 hi2’1: F(hil,Z’ F(mll, mz)) Ii'lr.-;l..l

= F(hiﬂl,z’ F(mi*1;, m,)) (set B)
- Level 2: hiz ;= F(h', ;, F(F(mi5,mg), F(m5, mg))) J
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= F(h™**, 1, F(F(m'*1g,mg), F(m,, mg))) (set C)

- Level 3: collision resulting in hy ;
- Compute and commit to hy
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A Steps 2 and 3: A receives P (m, = P) and constructs M
m, my

Find m*;, s.t F(m*5;,m,) =h',
- 2 1 1
M =m=<;,m,,m*;,m,,m-5,Mg,M,,Mg,M"g,M1g,M17,M15,M13,M4,M;5,Mg

A Result: H(M) = h,



