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= Dynamic fault trees (DFT).
» Definition, Example, Solution, Drawbacks.

* |nput/Output Iinteractive Markov chains (I/O-IMC).
* DFT semantics in terms of 1/O-IMCs.

= DFT compositional analysis.
* Translation, || Composition, Abstraction, Aggregati

= Case studies.
= Summary.
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Fi 5, Dynamic Fault Trees (DFT)

» Extendstandard fault trees witiiynamic gates

= Enable modelling complexehaviourand
iInteractionddetween components.

= combination& orderof fallures matter.
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Frh i (dynamic) Fault trees

= Upside-down tree (graph)

» LeavesBasic event{BE)

* Nodes:Gateg(complex events)
» BEs + Gates: Elements

= Arrows: Causal relations

= Onetop-node the root” node

* The top-node models system
failure

» Failure propagation: From
leaves to root
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DFTs: Static gates (combination)

And-gate: fails if all its inputs have
failed.

Or-gate: fails if one of its inputs
has failed.

k/m-gate: fails if at least k of its m
inputs have failed.
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Sl DFTs: Dynamic gates (order)

Dummy output

FDEP Functional dependency: When
Trigger > the trigger event fires, the
, l ,\ dependent events also fire.

Dependent events

Cutput

Spare gate: When the primary
fires, the leftmost spare becomes
active. The gate fires when there
/ / \ are no more spares. Spares are
primary spares dormant before they are activated

output Priority-AND: Same behavior as an
AND-gate, except that the inputs
ﬂ must fire in left-to-right order,

otherwise the PAND-gate will not
Inputs fire.
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HEE DFTs: Basic events (BE)

Cold basic event: A basic event
that, when active, fires after
some delay. It cannot fire of its
own accord when dormant.

O

Warm basic event: A basic event
that fires after some delay. It is
more likely to fire when active.

Cr

Hot basic event: A basic event
that fires after some delay. Being
dormant or active has no
influence on the likelihood of the
event firing.

On
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OFl'li o DFT solution

= Convert the DFT into a Continuous-time Markov chain
= Analyze CTMC using standard solution techniques.
» For (partially) static DFT, binary decision diagmgan be used!

A has failed
B is operational

AND-gate Starting state:

A is operational

B is operational A has failed

B has failed

Failure rate: Q Failure rate:
0.2 f/h 0.4 f/h

A is operational

Pr(A fails in T hours) = 1 — 02T B has failed
A’s Mean time to failure = 1/0.2 = 5 hours
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DFT example

Road trip
fails

Mobile
phone

Car fails

Tires fail

PEm® S
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Fih 55 DFT drawbacks

= State-space explosio {EIReEEINESEENEN

= No formal syntax and semantic. -
» Lack of modularity:

= Dynamic modules (e.g. ‘Tires’ subsystem in the
example) can not be reuse

» Restrictions on certain inputs to gates (e.g. spare

gatc) it e

» DFT-to-MC* conversion algorithm is hard to

extend and/or modify [SNEEEEEIEEE—_—

*. DIFTree algorithm
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g B Input/Output Interactive Markov

"~ Chains (I/0-IMC)

A stochastic process algebra
Combination of/O automata @
andCTMC

Discrete state space o,
Markoviantransitions
Interactivetransitions
Action signature

* ? - Input actions
= | - Qutput action
= ' - [nternal actions
Input-enabled

failed!

Va
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DFT semantics (DFT element to 1/0-IMC)

f(A)?

f(A)?

f(A)?

f(B)?

f(B)? f(B)?

f(B)?
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DFT semantics (DFT element to 1/0-IMC)

\

\
\

/

ala)?

FP)?
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FiF i Compositional Analysis

Translation

C1

f(B)!

: 0.2 l f(A)! I @ 0.4
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FiF i Compositional Analysis

Parallel Composition
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FE i Compositional Analysis

Parallel Composition

. | nput s: none

Qut put s:

4||3

5|12
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Compositional Analysis

Abstraction (hiding)

41|13

5/|2
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FE & Compositional Analysis
O ) o o o o
Aggregation (weak bisimulation)

4]|3 5|3
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Overview

Result: System - _ (@ (@
failure probability @ /’\

Aggregated system CTMC
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Case studies

CPUs

56000000

(a) The cascaded PAND system

Motors

—

> 358

(b) The cardiac assist system

TG D5 1

(c) A multi-processor distributed
computing system

Case study Analysis Max number of Max number of Unreliability
method states transitions (T=1)

(a) DIFTree . 24608 0.00135668
(@) Comp-Agg - 426 0.00135668
(b) DIFTree 8 10 0.657900
(b) Comp-Agg 36 119 0.657900
(c) DIFTree i 1383 2.00025 1€
(c) Comp-Agg 157 756 2.00025 16
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Fﬂi Q”?Qé’ﬂ; . Summ ary

= Alleviate state-space explosion problem.
* Formal syntax & semantics.

= Enhanced DFT modularity:
* Dynamic module reuse.
= Lifting restrictions on allowed inputs.

» Readily extensible framework (extensions at the
element level); e.g. repair.

= Works well for highly-modular dynamic FTs.
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Fih & References

= H. Boudali, P. Crouzen, M. Stoelinga. “Dynamic Raluke
analysis using Input/Output Interactive Markov Cisdj to
appear, DSN 2007 proceedings.

= H. Boudali, P. Crouzen, M. Stoelinga. “A compositb
semantics for Dynamic Fault Trees in terms of btave
Markov Chains”, Technical report, to appear.

= More info:hboudali@cs.utwente.nl

The END!
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Frh i Future work

= Weaker bisimulation relation (i.e. more
aggressive state reduction)

= Extension to non-exponential distributions (e.g.
use of phase-type distributions)

» Further extensions to DFT modeling capabillities

(1.e. definition of new gates and corresponding
1/O-IMC)

» Fully automated tool (at this point, the tool is
only partially automated)
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Fih i Parallel Composition and Hiding

3. Let B C AV be a set of visible actions.

1. P and Q are composable if AGNAZ = AF'NAdg = ApnAZ =
2. If P and Q are composable I/O—LMC{ thew composition Jr’||'i.'j is the I/O-IMC (Sp x So,

(s3,5%), (A% UAL) \ (A2 U AD), (AQ U AD), (A%t UASY)), —pjg,— N o), where

—ple = {(s,1) i'Pnf;;:fS’ t) ISiPH’r Aac Ap\ Ag}
U{(s,t)—=pja(s,t’) [t=ot' A ac Ag\ Ap}
||{ Sf—"fp”QS f |S—"p"1 f\f—‘*gf M HEA’}J[IAQ}

A nr ot

24 (s,1) | s258)

—pje = 1(s:1)
Uf(s,6) 24 (s,8) | t 251"}

(AL \ B,AQ\ B, Aizt U B), —p,—3).

We define the I/O-IMC hide B in P by [S«p,s%,
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Flh = Aggregation (Weak Bisimulation)

Definition 3 (Weak bisimulation). Let P = (S,s", A, —,—*) be an I/O-IMC. Let R be an
equivalence relation on S. Then R is a weak bisimulation iff for all (s,t) € R, a € Act(P)

1. s==5s' implies that there is a weak transition t==t" with (s',t') € R
2. s==5" and s’ stable imply that there is a t' such that t==t" and t' stable and ~a (s, 0" =
v (t,C), for all equivalence classes C € (S/R)\ {[s'|r]}

The states s and t in P are weakly bisimilar, notfation s =p t. if and only if there erists a weak
bisimulation R with (s,t) € R. Weak bisimilarity for an I/O-IMC P is defined as the union of all
weak bisimulations on P: ~p= |J{R | R is a weak bisimulation on P}. We often omit the name
of the I/O-IMC if it is clear from contezt.

Here, we use the following notation. v, (s,C) = > "{|\| shagl A g c C|}, where {|...|} denotes
a multiset ﬂf tmnsztwntmtes 't = s’ | ds € C - s'==5s}, == is the reflerive, transitive

closure of 5 where 25 = {(s,t) | (s,a,t) € — A a € A™}; and s=25" — (a € AV A 3t
s=tt'=5") V (a € A" N s=5').
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Fx i  Preservation Theorem (WBis a
congruence)

O O

Theorem 1. Weak bisimilarity for an I/O-IMC is the largest weak bisimulation for that I/0-
IMC. Weak bisimilarity is also a congruence with respect to parallel composition and hiding. Let

P and Q be two 1/O-IMCs with identical action signatures, let R be an I/O-IMC composable with
P and Q and let B C A.E :

is a weak bisimulation on P and it is the largest weak bisimulation on P,
Q implies P||R ~ Q|I'R,

Q implies R||P ~ R| Q.

Q implies hide B in P = hide B in Q.

2 v

1. =
2. P
3. P
4. P
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